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MEMORALDUM FOF: Cenuty Lirector of Securlty (22I)
Chief, Sec P*tj Stafl, CD&T
Chief, Seccurit Ctaff, CL
Chierl, ”econical Securlty Divis 05

J
Chief, Informatiorn Heview uP“dL, OC
Chiefl, Special Securlty Certer, Cs
Chief, Infcrmation Systens ceurity Group, GZ
Crhief, Safety Rranch, Ph""“/“S
Chief, Tomestic Security Zranch, PhylSD/0E

Chief, Physical Securlty Division, O8

SUBJFECT: Draft of "Standard Security Procedures for
Contractovrs" (U/AIUC)

1. (C) Forwarded for your review znd corment 1is the
tipst of the zeries of uniform industrial security manuals
being preparecd by this Office as directed by the Director of
Central Intellizence. Thils flrst Security lanual conslsts
of a basic Zocurment pertalining to Cffice of Logistles

ontracting, where the assoclation of the Agency with the
contractor is LﬂClP%Sifieﬁ (AU); a small Arnnex nertalining to
agsoclation classifies (AC) contracts; and an Annex of cnly
one page definirnz special rexuirervnra or contractcer access
to Agency Pacilities, Included as Appendlces are excerpts
from applicable Federal Statutes and Executlve Crders, forus,
construction srecifications, LDelfensive Securiiy ?r*-*in:
Guldelines, and Soznd Transr*Q~10L Class Jtancapds.
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2. (C) Tollowing its apvroval by the Lirector of
Securlty, we would envision fnar the Baglc Moruel, entitled
“‘terorf Security Procedures for Contractore,” "oulc be 3=nt
together with 1ts flve App eﬂm;ce" to #11l rf“ice of L.ogistics
coentractors wnose Agency assoclation is unclassificd.

Those Cffice of Loglstics contractoers whose Agency assncl ation
is classified would receive the gsarme Pasle Yarual and the
five Appendices, but would, 1in additlon, receive the srall
Armex I, which ccntains those Tew security resulations wrieh
are unigue to (I fice of Loyistics coentrsctin: when the
sssoceintior with the Azency is elassified, Arnex II,

oA
|l ]

Approved For Release 2002/01/08 : CIA-RDP94B01041R000300120004-0

25X1A



25X6 !

Approved For Release 2002/01/08 : CIA-RDP94B01041R000300120004-0

S,

whinh concerns 1taelf with rules for contracter rersonnel whno
requlire access to Agency Tacllities, would te =

sent only to
with 2 need to mow
2 elther AT or AC
Lances,

those Cffice of Loglstiecs contractors
those rrocedures, The latter alsht b
contractors, depending on the circuns

3. (£) Ve believe that "Ctandard Zecurity Procedures
for Contractors™ can be controlled with the caveat FCP

OQFFPFICAL USE CHLY Its Asscociation Clasgified Annex I woulld
be classilied POHTIUE “TIAL, as would annex II, cconcerning
contractor access to A;ency Tacllitles We belleve Annex I

should be classgifled CONFIDENTIAL aﬂC?use itz reference to

the use ol polygraph would surface the "Custcmer" as either
the Central Intelllgence Agency (CIA) or the Mational Security
Agency (YSA), since only CIA and K3A ccnduct polygranh
exaninations of industrial contractor personnele.

4, (U/AIUQ) We would suggest that "Standard Security
Procedures for Contractors® be published in a2 loose-leafl
format sinilar to that currently used for Headguarters

Regulatlons. This approach would zreatly faecilitate updating
and would make 1t simple to add new material or te chenge the
cverall classification of the Vanual 1tsell, depending orn the
AU op AC nature of the contpract
S« (U/4I0Q) The three column fernat pressrted in this
dralt has been chogan for e2age of relference The left=hand
colurn contains tihe old AL "ihite Tock™ in its entirety, and
thicoe nortlons of the old AC "Creen Poeck" whieh are arpplicabls
to AC contracting and Agency facility acesss, The center
clumn contairs the propoged marual, underlined wheprs it

differs from the old, The ri. “f-bﬁ”‘ colunn contains the
ratiorale for the crenca.

£ (3/AIUC) It will he belnful to romerber while
reviewin; these papers, that this 1o Lut one of Shres
Urifcers Security Yanual revislens currently underway in this
Cfrlce, The gecond 1s a new Irdustrial Seecurlty anual
for uze by MNational Progran nitractors, The thiped lr I
fusic Sensitive Compactrmented Informatien (22I) Manual, an?
concerns 1tsell, for the most part, with these irdustrial
cenbractors who are invelvea in Agency-funded 2CT centracti.
It would have appropriate Anrexes pertalinine te 8I, to TX, s
and to ﬂt aﬁi A econtracting 2s annrerrizie “he
moiatity of tnicg ﬁrr1“~3%e:t 15 neegns @l Ly corpartnene
tavtien and zeoi Tto=YXrow reculrasiwonti,. gtpivin. for
c
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uniformity, and you will note that 1in numerg instances in

our new draft we have referred to existing procedures. 25X1A
Please be mindful of the fact that changes you recommend in

this draft should be as uniformly applicable as possible to

all Agency industrial contracting at whatever level of
classification or compartmentation.

7. It is emphasized that coordinatlon, at this Jjuncture,
1s to be totally within the Agency and that reclpients of
this draft are not to provide coples, or portions thereof, to
contractor personnel nor are they to solicit contractor
input. Ve would appreciate recelving your written comments 25X1A
no later than close of business 22 November 1978. Should you
have guestlons concerning this matter, please refer them to

on green lines _

25X1A
cc: DD/PTOS
Att
Distribution:
Orig - DD/PSI
1 - C/SS/0D&E
1 - C/SS/0L
1 - C/TSD/0S
1 - C/IRG/0S
1 - C/SsSC/0s
1 - ISSG/0S
1 - SB/PhySD
1 - DSB/PhySD
1l - ISB Subject

Chrono
sb (2 November 1978)
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